
Classroom Reading List: 
Cyberspace and Cybersecurity 

CFR Resources 
David P. Fidler, “America's Place in Cyberspace: The Biden Administration’s 
Cyber Strategy Takes Shape.” 

A blog post about the Biden administration’s cyber strategy and how 
it relates to U.S. foreign policy and national security. (900 words) 

 
Steven J. Markovich, “U.S. Broadband Policy and Competitiveness.”  

An accessible backgrounder on U.S. broadband policy (2000 words) 
 
James McBride, “Modernizing the U.S. Energy Grid.” 

An accessible backgrounder on the U.S. electricity grid that includes 
a section on the potential for cyberattacks (2,300 words) 

 

Articles 
Davey Alba, “The World May Be Headed for a Fragmented ‘Splinternet’,” 
Wired, July 7, 2017. 

An in-depth look at how national legislation may be pushing us 
toward a splinternet (1,100 words) 

 
Ian Bogost, “Welcome to the Age of Privacy Nihilism,” Atlantic, August 23, 
2018. 

A pessimistic look at the current state of online privacy (2,800 
words) 

 
William J. Burns and Jared Cohen, “The Rules of the Brave New 
Cyberworld,” Foreign Policy, February 16, 2017. 

Crucial questions on U.S. cyber strategy, posed by an industry 
expert and a former government official, after the 2016 election 
(3,000 words) 

 
David McCabe, “Supreme Court Poised to Reconsider Key Tenets of Online 
Speech,” New York Times, January 19, 2023. 

A look at how questions about security and freedom of speech on 
social media are being asked in the U.S. Supreme Court. (1,600 
words) 

 
Brian X. Chen, “I Downloaded the Information That Facebook Has on Me. 
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https://www.cfr.org/blog/americas-place-cyberspace-biden-administrations-cyber-strategy-takes-shape
https://www.cfr.org/blog/americas-place-cyberspace-biden-administrations-cyber-strategy-takes-shape
https://www.cfr.org/backgrounder/us-broadband-policy-and-competitiveness
https://www.cfr.org/backgrounder/modernizing-us-energy-grid
https://www.wired.com/story/splinternet-global-court-rulings-google-facebook/
https://www.theatlantic.com/technology/archive/2018/08/the-age-of-privacy-nihilism-is-here/568198/
https://foreignpolicy.com/2017/02/16/the-rules-of-the-brave-new-cyberworld/
https://foreignpolicy.com/2017/02/16/the-rules-of-the-brave-new-cyberworld/
https://www.nytimes.com/2023/01/19/technology/supreme-court-online-free-speech-social-media.html
https://www.nytimes.com/2023/01/19/technology/supreme-court-online-free-speech-social-media.html
https://www.nytimes.com/2018/04/11/technology/personaltech/i-downloaded-the-information-that-facebook-has-on-me-yikes.html
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Yikes,” New York Times, April 11, 2018. 
An examination of how much data internet companies collect about 
their users (1,800 words) 

 
GPT-3, “A robot wrote this entire article. Are you scared yet, human?” 
Guardian, September 8, 2020. 

GPT-3, OpenAI’s new language generator, writes an article 
responding “to convince us robots come in peace.” (1,700 words) 

 
Andy Greenberg, “The Untold Story of NotPetya, the Most Devastating 
Cyberattack in History,” Wired, August 22, 2018. 

An excerpt from the author’s forthcoming book, Sandworm, on a 
Russian cyberattack that devastated facilities around the world 
(6,400 words) 

 
Elias Groll, “Trump Has a New Weapon to Cause ‘the Cyber’ Mayhem,” 
Foreign Policy, February 21, 2018. 

An analysis of President Donald J. Trump’s National Cyber Strategy 
that argues the administration’s new openness to offensive measures 
is problematic (800 words) 

 
Seymour Hersh, “The Online Threat,” New Yorker, November 1, 2010. 

A long look at the risk of cyberwar, with view from both 
government figures and outside observers (6,500 words) 

 
Will Oremus, “Are You Really the Product?” Slate, April 27, 2018. 

A thoughtful examination of the idea that we should think of 
Facebook (and other free online products) as being in the business of 
selling user data to advertisers, rather than in the business of 
providing a service to users (3,500 words) 

 
Nicole Perlroth, “With New Digital Tools, Even Nonexperts 
Can Wage  Cyberattacks,” New York Times, May 3, 2017. 

An examination of ransomware, software used by criminals that 
encrypts targets’ data and then extorts them in return for a promise 
to decrypt the data (1,500 words) 

 
Nicholas Schmidle, “The Digital Vigilantes Who Hack Back,” New Yorker, 
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https://www.nytimes.com/2018/04/11/technology/personaltech/i-downloaded-the-information-that-facebook-has-on-me-yikes.html
https://www.theguardian.com/commentisfree/2020/sep/08/robot-wrote-this-article-gpt-3
https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world
https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world
https://foreignpolicy.com/2018/09/21/trump-has-a-new-weapon-to-cause-the-cyber-mayhem/
https://www.newyorker.com/magazine/2010/11/01/the-online-threat
https://slate.com/technology/2018/04/are-you-really-facebooks-product-the-history-of-a-dangerous-idea.html
https://www.nytimes.com/2017/05/13/technology/hack-ransomware-scam-cyberattacks.html/
https://www.nytimes.com/2017/05/13/technology/hack-ransomware-scam-cyberattacks.html/
https://www.nytimes.com/2017/05/13/technology/hack-ransomware-scam-cyberattacks.html/
https://www.newyorker.com/magazine/2018/05/07/the-digital-vigilantes-who-hack-back
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May 7, 2018. 
A detailed look at cybercrime today, and one approach to combating 
it. (5,900 words) 

 
Mariarosaria Taddeo and Francesca Bosco, “We Must Treat Cybersecurity 
As A Public Good. Here's Why,” World Economic Forum, August 22, 2019. 

An arugment on the benenfits of cyberspecurity in the public sphere. 
(1,200 words) 

 
Alyza Sebenius, “Writing the Rules of Cyberwar,” Atlantic, June 28, 2017. 

An interview with Ben Buchanan, the author of a book that argues 
that the line between offensive and defensive cyberweapons is hazy 
at best; an interesting companion to Elias Groll’s article (2,500 
words)  

 

Multimedia 
Michael Barbaro, “What Facebook Knew and Tried to Hide,” The Daily 
(blog), New York Times, November 16, 2018. 

A summary of how various actors have tried to use Facebook to 
influence American democracy and how Facebook has responded. 
(29 minutes) 

 
Alexi Horowitz-Ghazi and Sarah Gonzalez, “How The Cookie Became A 
Monster,” NPR, November 18, 2022. 

A podcast about the history of internet cookies, their original goals, 
and how they have shaped online commerce and privacy. (26 
minutes) 

 
Hyrax Films, Terms and Conditions May Apply. 

A look at how internet companies collect and use private data. (80 
minutes) 

 
Telegeography, “Submarine Cable Map.” 

A detailed map of all submarine cables.  
 

Books 
Fred Kaplan, Dark Territory: The Secret History of Cyber War (2016). 

This book tells the history of cyberwar in a gripping, narrative-
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https://www.weforum.org/agenda/2019/08/we-must-treat-cybersecurity-like-public-good/
https://www.weforum.org/agenda/2019/08/we-must-treat-cybersecurity-like-public-good/
https://www.theatlantic.com/international/archive/2017/06/cyberattack-russia-ukraine-hack/531957/
https://www.nytimes.com/2018/11/16/podcasts/the-daily/facebook-zuckerberg-sandberg-russia-election-data.html
https://www.npr.org/2022/11/18/1137657496/third-party-cookie-data-tracking-internet-user-privacy
https://www.npr.org/2022/11/18/1137657496/third-party-cookie-data-tracking-internet-user-privacy
http://tacma.net/
https://www.submarinecablemap.com/
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driven style. (353 pages) 
 
Morozov, Evgeny, The Net Delusion: The Dark Side of Internet Freedom, 
(2011). 

This book analyzes the history of the internet, looking at how it is 
used by both governments and revolutionaries. (449 pages) 

 
Segal, Adam, The Hacked World Order: How Nations Fight, Trade, Maneuver, 
and Manipulate in the Digital Age, (2017). 

Written by a Council on Foreign Relations fellow, this book looks at 
a number of examples of cyberwar and analyzes the strategic 
implications. (313 pages) 

 
P. W. Singer and Allan Friedman, Cybersecurity and Cyberwar: What Everyone 
Needs to Know (2014). 

Written in a question-and-answer style and employing stories and 
anecdotes, this introduction is highly readable, but those who come 
with some knowledge of the internet already may find it simplistic. 
(320 pages) 

 
Kim Zetter, Countdown to Zero Day: Stuxnet and the Launch of the World’s 
First Digital Weapon (2014). 

Written by a journalist, this book both tells the story of Stuxnet and 
examines the overall state of cyberwarfare today. (448 pages) 

 

Research 
Center for Strategic and International Studies, Significant Cyber Incidents. 

Data on significant cyber incidents since 2006. 
 
Council on Foreign Relations, “Cyber Operations Tracker.” 

An interactive database of all publicly known state-sponsored 
cybersecurity incidents since 2005.  

 
UNICEF, “How many children and young people have internet access at 
home?” 

A report on data about internet usage among children and young 
people around the world during the COVID-19 pandemic. 
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https://www.csis.org/programs/strategic-technologies-program/significant-cyber-incidents
https://www.cfr.org/interactive/cyber-operations
https://data.unicef.org/resources/children-and-young-people-internet-access-at-home-during-covid19/
https://data.unicef.org/resources/children-and-young-people-internet-access-at-home-during-covid19/
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Primary Sources 
U.S. Department of State, “Pillars of the International Strategy for 
Cyberspace” (archived). 

An archived webpage that summarizes Barack Obama 
administration’s cyberspace policy. (500 words) 

 
Xi Jinping, “Remarks by H.E. Xi Jinping President of the People’s Republic 
of China at the Opening of the Second World Internet Conference,” 
December 16, 2015. 

Transcript of a speech on Chinese cyberspace policy given by 
Chinese President Xi Jinping. (2,400 words) 

 
White House, “FACT SHEET: Climate and Energy Implications of Crypto-
Assets in the United States,” September 8, 2022. 

A Biden administration fact sheet outling policy regarding offsetting 
the negative environmental impacts of crypto-assets and crypto 
mining. (1,600 words) 

 
White House, “National Cyber Strategy of the United States of America,” 
September 2018. 

The Donald J. Trump administration’s cyberspace policy document. 
(29 pages) 
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https://2009-2017.state.gov/s/cyberissues/strategy/index.htm
https://2009-2017.state.gov/s/cyberissues/strategy/index.htm
https://www.fmprc.gov.cn/eng/wjdt_665385/zyjh_665391/201512/t20151224_678467.html
https://www.fmprc.gov.cn/eng/wjdt_665385/zyjh_665391/201512/t20151224_678467.html
https://www.whitehouse.gov/ostp/news-updates/2022/09/08/fact-sheet-climate-and-energy-implications-of-crypto-assets-in-the-united-states/
https://www.whitehouse.gov/ostp/news-updates/2022/09/08/fact-sheet-climate-and-energy-implications-of-crypto-assets-in-the-united-states/
https://www.whitehouse.gov/wp-content/uploads/2018/09/National-Cyber-Strategy.pdf

